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Abstract: Digital technologies represent an important factor in the achievement of the sustainability
goals of the European Green Deal. Whether the digitalisation trend will contribute to the sustainable
development of societies in the long term depends on how we shape and understand it. The aim of
this paper is to create a concept for the management of the threats and opportunities in the digital
transformation of SMEs. As part of a broader research project, a complex tool was developed to
assess the digital maturity of SMEs, and our paper focuses on one aspect of this tool, which is related
to the identification and management of the opportunities and threats that are associated with digital
transformation trends. The methodology that was used to develop this paper is based on a pilot
survey that involved 154 SMEs in the Czech Republic, 74 of which were used for the follow-up survey
on the opportunities and threats. Sixteen key trends were identified, which were then reduced to five
latent factors, with their names forming five dimensions. In the cluster analysis, the companies were
divided into three clusters, which served as the basis for determining the final cluster centres. The
result is a concept for the management of the threats and opportunities in the digital transformation
of SMEs. Digital transformation is the broad topic. Therefore, the theoretical overlap of this study
can be seen in the narrower focus on the identification and management of the opportunities and
threats in digital transformation. In addition, this study focuses on SMEs because there are more
than one million small and medium-sized enterprises in the Czech Republic, and they create 54%
of the innovative solutions. The practical impact of this study can be understood in the fact that
the proposed concept may enable SMEs to more easily manage threats and opportunities in their
digital transformation.

Keywords: digitalisation; threats; opportunities; digital transformation; SMEs; sustainability

1. Introduction

At present, the trend of digitalisation cannot be ignored, and, especially for small
and medium-sized enterprises, it creates a barrier to, or, on the contrary, an opportunity
for, ensuring their competitiveness and sustainability, not only domestically, but also
internationally. The main objectives of digital transformation are to acquire new data and to
use the data to reorient old processes. A more data-driven approach creates opportunities
to gain new competitive advantages by reorienting business models. Digitalisation is a
complex and dynamic process. It is frequently considered to be the fourth major innovation
cycle in human history, and it is characterised by its extraordinary power in shaping the
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future [1]. In the global context, digitalisation is not taking place uniformly, and it is
important to be aware of the differences, which are noticeable, both from a territorial
and a sectoral perspective (e.g., territorial differences in the Internet connection, or the
potential and evolution of different sectors for digital transformation). In line with the
changes brought about by digitalisation, it is also possible to identify different views on the
factors that are influencing, and that will influence, in the future, the development of both
individual economies and entire integration clusters.

Being digital is a new way of life that is supported by information technology in a
modern society, where the production, lifestyles, behaviours, and thinking modes of people
take on a new look [2,3]. Especially at present, the digitalisation that is triggered by social
media, mobile devices, the Internet of things, and big data changes people’s lifestyles and
requires businesses to rethink their original operation modes [4].

The COVID-19 pandemic highlighted the competitive advantage that is offered to na-
tional economies by the implementation of policies that are dedicated to the digitalisation of
the society and the economy [5]. Industry and industry strategy form an integral part of the
European Green Deal. The Industrial Strategy 2020 contains a list of measures for strength-
ening the EU industry’s green and digital transformations. Many actions have already been
implemented and used. However, the COVID-19 pandemic dramatically influenced the
speed of the digital transformation [6]. Green industry, innovations, and digital transfor-
mation are the significant drivers for companies, and for their ability to be competitive, not
only in the European Union, but also, especially, in the global market [7–10].

In 2022, the European Commission presented a new standardization that is focused on
the standards in the single market and globally. The strategy deals with the green and digital
economy, and its main aim is to strengthen the European Union’s global competitiveness.
This novel strategy strives to implement the digital economy in technological applications.
The European Commission also published a vision that includes the goals and attitudes
that are needed for the successful digital transformation of Europe by 2030 [11].

The European Commission suggests a set of digital principles in order to quickly sup-
port, predominately, the following fields: digitally skilled citizens and highly skilled digital
professionals by the year 2030; secure, performant, and sustainable digital infrastructures;
and the digital transformation of business, and the digitalisation of public services, by 2030.
Digital technologies are a significant and differentiating factor for companies in terms of
the sustainable and competitive aspects of the global market. European enterprises can
benefit from the significant opportunities that are connected to digitisation. Digitisation,
sustainability, and technology development are influencing, and perhaps will shape, the
European and global business environment in the future [12].

The European Green Deal sees small and medium-sized enterprises (SMEs) as the
main engine of digital innovations in various industries. This is the reason why the strategy
that is included in the European Green Deal includes reducing barriers and facilitating
business conditions for SMEs. The new activities will be of great benefit to SMEs and
start-ups in terms of strengthening the single market, reducing the supply dependency,
and, above all, accelerating green and digital transformations. Furthermore, the European
Green Deal includes measures that are aimed at encouraging SMEs in the areas of resilience
enhancement, combating late payments, and supporting solvency [13–16].

Green innovations and digital transformation include ecological and environmental
aspects [17]. As for “innovation”, the concept implies new initiatives, changes, approaches,
or proposals that deal with the social challenges as well [18]. Sustainable and digital in-
novation occurs in different fields, such as in products, processes, services, and business
models. The aim of sustainable innovation is to decrease the environmental impact [19].
The ecological aspect is associated with the term, “eco-efficiency”. Eco-efficiency strives to
add maximum value with the minimum use of resources and with minimal pollution [20].
Green industry will form the future technologies in manufacturing and will generate high-
added-value solutions [21]. These solutions will have a significant impact on the economy
and on ecology. From the ecological point of view, it will be possible to realize the more
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efficient allocation of resources, such as materials, energy, or water [22]. Moreover, digital
transformation and green industry have great potential to improve the social dimension of
mankind. The core idea of green industry and digital transformation is to improve the dete-
riorating economic, ecological, and social conditions in the world by using new industrial
technologies and integrating more efficient processes [21]. According to Kamble et al. [23],
the Green Industry 4.0 framework consists of the following technologies: the Internet
of things; big data analytics; cloud computing; simulation and prototypes; 3D printing;
augmented reality; and robotic systems. The framework takes into account the fact that
the integration of innovation, together with industrial and economic processes, enable
more flexible, economical, and environmentally friendly manufacturing systems [24]. The
structural transitions of enterprises to the digital economy include the interaction between
the social and technological factors as well, and these factors have a great impact on the
working environment [25]. Therefore, the improvement of the social aspects of digital
transformation is also very important. At present, digitisation affects almost every aspect
of our lives [26,27]. For SMEs, this means that there are not only many opportunities,
but that there are also a significant number of threats. The context in which the digital
transformation is taking place is also a key issue: How does the ongoing transformation to
a digital world contribute, positively or negatively, to a more sustainable world? [28]. What
opportunities and threats can we identify in the digital transformation of SMEs? In particu-
lar, the response to change needs to be fast, as the strategic window for opportunity is only
open for a limited period of time. Digital transformation affects every business sector, and,
as investment capital, top talent, and customers shift to network-centric organisations, the
performance gap between the early and late adopters of digital transformation is widening.
The impacts of the key trends open up a substantial number of opportunities and threats
for SMEs. The aim of our paper is to identify the relevant trends, and to develop a concept
for managing opportunities and threats for SMEs.

2. Materials and Methods
2.1. Literature Review

The topic of digital transformation is increasingly appearing in the scientific literature.
Many scholars emphasise that the exponential growth of digital technology has led to
significant improvements in many business processes and that it plays an important
role in innovation [29,30]. Digital technologies increase the speed of innovation and the
competitive dynamics and disrupt the organisations’ operating environments [31]. The
academic literature contains a number of definitions of “digital transformation”. Hartl
et al. define “digital transformation” as a departure from previous IT-enabled business
transformations in its holistic nature and speed [31]. Therefore, change is an unavoidable
part of every organization because of rapid global, economic, and digital developments.
Change and transformation are essential in order for an organisation to thrive in the
digital age. Furthermore, fundamental changes in organisational strategies, structures, and
processes are needed for the establishment of the digital transformation [32].

According to Gökalp and Matinez [33], the “digital transformation” may be defined as
a disruptive technological achievement that brings new business and operating models to
all sectors. In this context, the term, “digital innovation”, was coined, which is defined as
the creation of market offerings and business processes or models that result from the use of
digital technologies. Digital innovation management encompasses the practices, processes,
and principles that underpin the effective organisation of digital transformation [34]. Firms
use and seek to adopt new digital technologies for various innovation-related purposes at
different stages of their innovation processes. It is necessary to examine the opportunities,
threats, risks, and implications of using digital technologies, not only for companies, but
also for society as a whole. It is important to know how companies need to organise
themselves so that these technologies can be applied with the highest benefit [35]. Only an
effective green and digital transformation will allow firms to improve their competitiveness
in the global market. Digital innovation technologies are associated with the support of
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knowledge management processes. These tools have the significant potential to simplify
internal and external know-how, and to facilitate the dissemination of knowledge among
company employees [36]. Business models are also closely related to digitalisation. Com-
panies must constantly change and improve their business models in order to keep up
with competitors, or to gain a competitive advantage for a certain period of time. “Innova-
tion”, therefore, does not only apply to processes or products. It is also applicable to the
innovation of business models and all corporate areas in general.

Digitalisation is a significant factor in the optimisation and improvement of business
models. Digitalisation, in the business model, helps companies to maximize the benefits and
returns of their businesses [37]. Digital technologies are an important factor in achieving
the sustainability goals of the Green Deal in many different sectors.

The European Union supports the digital transformation and its tools, and it is about to
invest EUR 1.8 trillion in their development in order to accelerate the whole process of this
change as much as possible [38]. It will promote new business models and will set minimum
requirements in order to prevent environmentally harmful products from entering the
EU market. New technologies, sustainable solutions, and breakthrough innovations are
essential to the achievement of the objectives of the Green Deal for Europe. In order to
maintain its competitive advantage in clean technologies, the European Union needs to
significantly increase the large-scale deployment and demonstration of new technologies
across sectors and across the single market, while creating new innovative value chains.
This challenge goes beyond the capacities of individual Member States. The Commission
will support efforts to harness the full benefits of the digital transformation in order to
support the green transformation [13–16]. Digital technology is changing people’s lives [39].
The European Union’s digital strategy aims to make this transformation work for people
and businesses, while helping to achieve its target of a climate-neutral Europe by 2050.

Interest in digitalisation began to appear in the strategic documents and initiatives of
the OECD, the European Union, and of national economies as early as the end of the last
decade, and there has now been a huge increase at the global, European, and local levels; for
example: the OECD paper, “Digital Economy Outlook 2015”, or the OECD 2016 conference,
“Digital Economy: Innovation, Growth and Social Perspectives”, which report that the
digital economy offers opportunities for different sectors (industry, public administration,
health, environment, etc.), as well as for innovation, and economic growth and well-being;
the DESI, which will be used to annually monitor the progress of the digitalisation of
SMEs; and the EU Commission’s, Recovery Plan for the Next Generation (2020), which will
provide Member States with funding to increase the resilience of their economies, etc.

The Czech Republic and the Digital Agenda

The Czech Republic has long supported close EU cooperation in the field of the digital
economy, with the aim of building a single digital market. In this context, the Czech
Republic also emphasises cybersecurity, the protection of privacy and personal data, and
the ethical use of new technologies. The agenda focuses on the construction of high-speed
infrastructure (5G), cybersecurity and the development of new services that are based on
artificial intelligence, and data analysis and access. The Government of the Czech Republic
has adopted strategic documents to ensure development in this area and to follow EU
trends (e.g., Digital Czech Republic: The Path to the Digital Economy, 2013; Action Plan for
the Development of the Digital Market 2013, 2016; Digital Czech Republic, 2018; Strategy for
Artificial Intelligence (NAIS), 2018; and other national initiatives and financial instruments).

2.2. Methods

A combination of qualitative and quantitative methods was used in order to capture
the aspects that are related to the stated objective more broadly [40]. Factor analysis and
cluster analysis were used to process the data.
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2.2.1. Factor Analysis

Factor analysis is a statistical method that is used to explain the variance in the ob-
served variables by using fewer latent variables, or so-called “factors”. The idea is, therefore,
to measure something that is not measurable directly. Today, there are two main approaches:
so-called “exploratory factor analysis” (EFA), which seeks to identify individual factors
(and which generally assumes that each observed variable is “saturated” by each extracted
factor), and “confirmatory factor analysis” (CFA), which places certain restrictions on the
model (e.g., it limits which items are saturated by which factors). Confirmatory factor
analysis is, therefore, a simpler variant of so-called “structural modelling” (SEM). Principal
component analysis (PCA) is a broadly applied method for factor extraction and it is the
first phase of EFA [41]. The factor analysis explains the linear interdependence of the ob-
served variables by the existence of fewer unobservable factors, which are called “common”
factors, and other sources of variability, which are called “error” or “specific” factors, or
“residual” or “interfering” components.

Common factors produce correlations between variables, while error factors only
contribute to the variance of individual observed variables. Factor analysis is primarily
concerned with common factors. The basis of factor analysis is the assumption that the
observed covariates’ respective correlations between the variables are the results of common
factors, and not of the interrelationships between the variables.

2.2.2. Cluster Analysis

Cluster analysis is a technique that is used for partitioning a set of objects into k groups,
such that each group is homogeneous with respect to certain features on the basis of either
the similarity or the dissimilarity metric.

Cluster analysis is concerned with partitioning similar entities into clusters. Its aim
is to arrange a set of entities into clusters so that the properties of the entities in a cluster
are as much alike as possible, while the similar and characteristic properties of the clusters
differ as much as possible. Two basic methods exist for implementing a cluster analysis:
hierarchical and nonhierarchical clustering. They differ in whether the number of clusters
is given beforehand or not. The K-means sum of the squared error criterion is used to
determine the distance.

The result of the paper is associated with the project that is funded by the Technology
Agency of the Czech Republic, which reports directly to the Government of the Czech
Republic. The grant programmes are funded by individual ministries. This output is aimed
at the development of a tool for measuring the digital maturity of SMEs within the Czech
Republic. This tool was developed with the support of partners, including: the Czech
Chamber of Commerce; the Association of Small and Medium Enterprises and Crafts of the
Czech Republic; the Research Institute for Entrepreneurship and Innovation of the Czech
Republic; and the Institute of Technology and Economics in České Budějovice. The tool has
the capacity to assess the general level of the digital maturity of SMEs, which takes the form
of a web-based solution, while a combination of qualitative and quantitative procedures
was used in its inception. The methodology of this tool allows managers to quickly assess
the digital maturity of their enterprises, and to obtain primary answers to questions that
are related to the current digital transformation situations of their enterprises. The tool that
was developed in this project is currently being tested, and it has been used by a total of
154 companies so far.

This paper focuses on one aspect of this tool, which is associated with the identification
and management of the opportunities and threats that are related to the digital transfor-
mation trends in SMEs. In the first phase, the focus group technique, with academics and
business representatives, was used to identify the relevant trends that are related to the
opportunities and threats in the digital transformation of SMEs. There were three focus
groups in total, with five people taking part in each of them. The identification of a relevant
trend occurred when it was mentioned by at least one of the focus group members, and
when the other members confirmed its significance after a proper discussion. In total,
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16 trends were identified within all three focus groups. Table 1 contains the full list of
the trends.

Table 1. Full list of identified trends.

Trend Number Trend Name

1 Industry 4.0 (digital model of vertical value chains)

2 Industry 4.0 (digital model of horizontal value chains)

3 Automation (technologies that activate autonomous work)

4 Lean production process

5 Digital approach to customer (customer relationships, new services, social networks, mobile applications,
e-commerce, etc.).

6 The future of work (new jobs, new competences, or new skills)

7 Technical networking (mobile and cable networks, cloud computing, sensor technologies, smart factories,
platforms, remote maintenance, purely digital products, etc.)

8 Digital data (collection and analyses, data-based decision-making process)—the Internet of things and big data

9 Cybersecurity (security of the Internet, point-to-point protocol, data sovereignty, etc.)

10 New risks (those arising from consumer protection, health, and environmental protection)

11 Digital technology and its impact on a company (data—personal security; news and information; algorithms
and robots; and places and employment)

12 Sustainability (economic, social, and environmental)

13 The intensifying competitive environment

14 The uniqueness and originality trend

15 Prioritising customer satisfaction over value for the owner

16 Pressure to change (governance and leadership—a culture of constant change and the need for innovation)

In the second phase, a questionnaire was developed to assess the level of the digital
transformation of the companies. This questionnaire was targeted at small and medium-
sized enterprises. The “threats and opportunities” section of the questionnaire included the
following key question: “Which of the following trends do you see as an opportunity or a
threat?”. Using a five-point scale, the SME managers and representatives indicated whether
they perceived the trends that are listed in Table 1 as threats or as opportunities. The
five-point scale offered the following verbal expressions: 1 = A significant threat; 2 = Rather
a threat; 3 = Neither a threat nor an opportunity; 4 = Rather an opportunity; and 5 = A
significant opportunity. In the context of the research relevance, it is necessary to have
a sufficiently large number of respondents. According to Krejcie and Morgan (1970), it
is necessary to have at least 384 respondents for a population of one million (confidence
level = 95%). In 2019, there were more than one million small and medium-sized enterprises
in the Czech Republic, and they created 54% of the innovative solutions. Therefore, SMEs
have to be seen as the engine of innovative potential in the Czech Republic [42]. A total of
154 companies completed the questionnaire, but the section on the threats and opportunities
was fully completed by 74 companies. This number does not represent the required number
of respondents and it should be considered as one of the research limits. A total of 29 firms
belong to the category of microenterprises, 26 belong to the category of small enterprises,
and 19 belong to the category of medium-sized enterprises. These enterprises mainly
fall into the following economic sectors: information technologies; civil engineering; the
manufacturing industry; plant and animal production; real property and developers;
electrical equipment production; computer, electronic, and optical instrument production;
food and beverage production; machinery and equipment production; textile production;
the manufacturing of metal structures; motor vehicle repair; research and development;
and the manufacturing of basic pharmaceutical products and pharmaceutical preparations.
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As the aim of this paper is to create not only a simple, but also a meaningful concept in
the management of the threats and opportunities in the digital transformation of SMEs, the
principal component analysis was used to reduce the large number of trends. The Varimax
rotation with Kaiser normalisation was applied to reduce the factors. After seven iterations,
the five latent factors—dimensions occurred, and they formed the basis for the creation of
the conceptual scheme. Table 2 contains a breakdown of the 16 original factors into the five
latent factors on the basis of the component factor loads. It can be assumed that more than
16 original factors would be identified within the larger international research. Thus, in
this aspect, the research results are limiting. The height of the factor loads after rounding to
one decimal place was on a scale of 0.5–0.9. This indicates a moderate-to-strong correlation.
The names of the dimensions emerged from the expert discussions between the company
representatives and the academics from the focus groups, which were also used to identify
the 16 trends. The newly formed dimensions were named in order to logically reflect the
meanings of the original factors.

Table 2. Component factor loads.

Variable
Number

Industry
4.0

Digital Systems,
Data, and

Workflow for
Customer Support

Digital
Security for
Sustainable

Development

Competitiveness

Customer
Satisfaction
and Change

Management

1 0.876 0.228 0.069 0.077 0.129

2 0.823 0.259 0.146 0.091 0.040

3 0.749 0.171 0.091 −0.153 0.038

4 0.729 0.047 −0.091 0.311 −0.236

5 0.101 0.849 0.010 0.136 0.261

6 0.144 0.762 0.024 0.273 0.090

7 0.329 0.713 0.261 −0.112 −0.119

8 0.418 0.598 0.185 0.029 0.159

9 0.027 0.117 0.809 0.115 −0.100

10 −0.021 −0.011 0.770 0.145 0.408

11 0.354 0.171 0.560 −0.082 0.259

12 0.111 0.371 0.465 0.359 −0.246

13 −0.068 0.032 0.183 0.803 −0.021

14 0.175 0.246 −0.005 0.757 0.167

15 −0.049 0.248 0.063 0.027 0.781

16 0.368 −0.045 0.308 0.412 0.508

The first dimension was labelled as, “Industry 4.0”, and it includes the following trends:
(1) Industry 4.0 (the digitalisation model of the horizontal value chains). This is the flow
of information from suppliers to customers, with other stakeholders also being included
in this flow. This flow includes processes such as planning, purchasing, production, and
logistics, as well as customer relations and satisfaction; (2) Industry 4.0 (the digitalisation
model of the vertical value chains). This is the flow of data and information within the
enterprise, which includes the optimisation of the internal processes; (3) Automation. This
trend includes technologies that activate autonomous work; (4) A lean production process.
Real-time data and communications between humans, machines, and systems provide a
comprehensive view of manufacturing and allow employees to make real-time adjustments.
Lean production processes and automation play key roles within Industry 4.0, and the
other two trends directly underlie Industry 4.0. Therefore, the first latent factor was the
so-called “Industry 4.0”.
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The second dimension was labelled as, “Digital systems, data, and workflow for cus-
tomer support”, and it includes the following trends: (1) A digital approach to the customer
(customer relationships, new services, social networks, mobile applications, e-commerce,
etc.). The customer is perceived as central to this factor, as all systems and flows are used
to build long-term relationships with the customer; (2) The future of work. The future
evolution of work and workflows brings with it new job roles and places new demands
on the digital skills and knowledge of employees. These new employee competencies will
ultimately lead to higher levels of customer satisfaction; (3) Technical networking. This
includes mobile and cable networks, cloud computing, sensor technologies, smart facto-
ries, platforms, remote maintenance, purely digital products, etc. These digital networks
and systems enable more efficient communication and workflows within companies, and
they ultimately have a positive impact on better customer support and satisfaction; and
(4) Digital data, which are associated with the collection of relevant data, and their analysis
and evaluation. Connecting big data with the Internet of things enables companies to
make appropriate decisions and to streamline their communication and interactions with
customers [43].

The third dimension was labelled as, “Digital security for sustainable development”,
and it includes the following trends: (1) Cybersecurity, which includes the security of
the Internet, the point-to-point protocol, data sovereignty, etc. Cybersecurity is the key
factor in the digital transformation of enterprises. This factor is related to the fact that
businesses and their systems are increasingly being targeted by hackers [44]. Businesses
have to spend considerable financial resources to protect their networks, systems, and
data. There is a need to continuously invest in security solutions in order to ensure that
businesses are able to survive over the long term. Cybersecurity is, therefore, closely linked
to the sustainable development of a company; (2) New risks, which arise from consumer
protection and health and environmental protection. Businesses must increasingly take into
account the new risks that are involved in protecting not only the health of consumers, but
also, and above all, nature as a whole. More and more consumers are concerned about the
future fate of the planet’s climate, and, in many cases, they prefer to buy green products;
(3) Digital technology and its impact on a company. This trend encompasses personal data
security, news and information, algorithms and robots, places, employment, and other
aspects. This trend is closely linked to the social pillar of sustainable development, with
digital technologies increasingly affecting the lives of society as a whole; (4) Sustainability
(economic, social, and environmental pillars), which is a logical outcome, as it is influenced
by all of the abovementioned trends within Factor 3.

The fourth dimension is labelled as, “Competitiveness”, and it includes the following
trends: (1) The intensifying competitive environment, which can be seen as one of the main
drivers of the whole digital transformation and of the trends that lead to climate protection;
(2) The uniqueness and originality trend, which motivates businesses to differentiate
themselves from their competitors and which is the main stimulant to building a long-term
competitive advantage. This makes it possible, not only for Czech companies, but also for
enterprises within the European Union, to be competitive in the global market, which is
one of the main objectives of the European Green Deal.

The fifth dimension is labelled as, “Customer satisfaction and change management”,
and it includes the following trends: (1) Prioritising customer satisfaction over value
for the owner, which is a cardinal prerequisite for changing the thinking of businesses.
Customer satisfaction, of course, brings value for business owners, but it is also closely
linked to the problems of climate change, environmental protection, and other green
marketing themes [45]; (2) The pressure to change, which encompasses a leadership culture
of constant change and the need for innovation. Innovations are the cornerstone of the
European Green Deal, and they are also closely bound to customer satisfaction [46–48].
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The dimensions that are described above provide the basis for the construction of a
concept for the management of the threats and opportunities in the digital transformation
of SMEs. Figure 1 illustrates all five dimensions.
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Figure 1. Five dimensions for managing threats and opportunities in the digital transformation
of SMEs.

In the third phase, the nonhierarchical cluster analysis (i.e., the K-means algorithm)
was used to design a concept for managing the threats and opportunities in the digital
transformation of SMEs.

The number of clusters (k) was predefined, and three clusters were finally selected from
the possible variants. Within the cluster analysis, the individual companies were divided
into clusters according to whether they perceived each of the 16 trends as an opportunity
or as a threat on the aforementioned five-point scale, and according to the overall score
(expressed as a percentage) that they obtained when using the tool for assessing the overall
level of the digital maturity of the SMEs. In this manner, the final cluster centres were
identified. A total of 74 companies, out of a total of 154 firms, were included. A total
of 80 companies could not be included in the cluster analysis, as they failed to provide
complete data. The number of firms in the first cluster was 42. Table 3 summarises the
results of the descriptive statistics.

Table 3. Descriptive statistics: the number of cases in each cluster.

Cluster 1 Cluster 2 Cluster 3 Valid Missing

42.000 5.000 27.000 74.000 80.000

The first cluster has a total score of 57%. These are, therefore, companies that are close
to the average level of digital maturity. The second cluster of companies has an overall
score of 24%, which indicates a low level of digital maturity. The third cluster has an overall
score of 80%, and these are firms that have high levels of digital maturity. Table 4 describes
the differences in the perceptions of each trend by the firms, and they are divided into
clusters in terms of threats and opportunities.
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Table 4. Final cluster centres.

Which of the Following Trends Do You See as an Opportunity or a Threat? Cluster

1 2 3

Sustainability (economic, social, and environmental) 3 4 4

Cybersecurity (security of Internet, point-to-point protocol, data sovereignty, etc.) 3 3 3

Automation (technologies that activate autonomous work) 4 4 4

New risks (arising from consumer protection, health, and environmental protection) 2 3 3

Digital technology and its impact on a company (data—personal security; news and information; algorithms
and robots; and places and employment) 3 3 3

Pressure to change (governance and leadership—a culture of constant change and the need for innovation) 3 3 3

Digital data (collection and analyses, data-based decision-making process)—the Internet of things and big data 4 3 4

Digital approach to customer (customer relationships, new services, social networks, mobile applications,
e-commerce, etc.) 4 3 4

Technical networking (mobile and cable networks, cloud computing, sensor technologies, smart factories,
platforms, remote maintenance, purely digital products, etc.) 4 3 4

The future of work (new jobs, new competencies, and new skills) 4 3 4

Industry 4.0 (digital model of horizontal value chains) 4 3 4

Industry 4.0 (digital model of vertical value chains) 4 3 4

Lean production process 3 3 3

Intensifying competitive environment 3 3 3

Uniqueness and originality trend 4 4 4

Prioritising customer satisfaction over value for owner 3 2 3

Total score [%] 57 24 80

3. Results and Discussion

The first group comprises firms with an average overall digital maturity score of 57%,
and it differs from the other two groups mainly because of the fact that the companies
in this cluster perceive new risks more as threats. Another important finding is that
these businesses have a neutral relationship with the trend of sustainability in terms of
threats and opportunities. The other two clusters of enterprises see sustainability more
as an opportunity, or as a significant opportunity. This result may be interpreted as
meaning that the enterprises with a low overall digital maturity score (Cluster 2), on the
one hand, and the enterprises with a high overall digital maturity score (Cluster 3), on
the other hand, recognise that sustainability is of strategic importance to them. They
perceive of sustainability as an opportunity that needs to be developed in their strategic
goals and plans. On the contrary, the enterprises in Cluster 3 do not consider sustainable
development as either a threat or an opportunity. Paradoxically, this approach may mean
major complications for them in the future, as they fail to take this very important trend
into account. This means that sustainability does not appear to be either a threat or an
opportunity in their strategic objectives. From the above results, it may be recommended
that companies with average total scores should focus on the third dimension (i.e., Digital
security for sustainable development). The second group consists of companies with a low
overall digital maturity score of 24%. These are, therefore, firms with very low scores. They
differ from the other two groups in several trends. In contrast to this group, the firms in
Clusters 1 and 3 perceive of the following four trends as opportunities: (1) Digital data;
(2) A digital approach to customers; (3) Technical networking; and (4) The future of work
(new jobs, new competencies, and new skills).

All of the above trends fall into the second dimension (i.e., Digital systems, data, and
workflow for customer support), which was created as a result of the principal component
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analysis. This finding is important from the perspective of the management of the oppor-
tunities and threats in the digital transformation of companies. The companies from the
second cluster, with the lowest overall score of 24% (from the results that were obtained
after using the tool to measure the digital maturity of SMEs), fail to perceive of the four
trends mentioned above as either opportunities or threats. From the results that were
obtained, it may be concluded that, for companies with low levels of digital maturity, it
will be necessary to focus on developing the second dimension (i.e., Digital systems, data,
and workflow for customer support) in terms of managing the threats and opportunities in
the digital transformation.

The companies from the second cluster further differ from the other clusters in that
they also do not perceive the two trends, Industry 4.0 (the digital model of horizontal value
chains) and Industry 4.0 (the digital model of vertical value chains), as either opportunities
or threats. The other two clusters of companies perceive these trends as opportunities. Both
trends fall under the first dimension: Industry 4.0. Overall, it may be summarised that
the firms from the second cluster, in terms of their perceptions of threat and opportunity,
should start working on their neutral stances, especially in the first and second dimensions.
It is important to emphasise that the only possible scenario consists of these firms starting
to perceive the abovementioned trends not only as opportunities, but, on the contrary,
and as part of their strategic development, also as threats. Threats can also trigger rapid
reactions from the companies and they can act as driving forces in the implementation of
changes in the context of digital transformation.

Furthermore, unlike the other two groups, the companies from Cluster 1 perceive
the trend, “Prioritising customer satisfaction over value for the owner”, as a threat. The
other two groups of companies perceive this trend as neither a threat nor an opportunity.
This finding indicates that the Cluster-1 and -3 firms are more aware that prioritising
customer satisfaction over value for the owner is an important prerequisite for the long-
term development of firms. Some of the firms from Clusters 1 and 3 even perceive this
trend more as an opportunity, or even as a significant opportunity. It is likely, therefore, that
satisfying customer needs will increasingly be seen by firms in the future as an opportunity
for them to implement their strategic goals in digitalisation and innovation.

The third cluster comprises the firms with a high overall score of 80%, and all of the
differences have already been mentioned in the previous discussion.

The findings form another part in the development of a concept for the management
of threats and opportunities in the digital transformation of SMEs. In the first phase,
16 trends that are related to opportunities and threats in the digital transformation were
identified. Subsequently, the SMEs identified each trend as a threat, as an opportunity, or
as neither. For the purposes of greater clarity, and for the more effective management of
threats and opportunities in the digital transformation, five dimensions were created from
these 16 trends by using the principal component analysis. The individual dimensions were
logically labelled to reflect the names of the trends that they contain. In the final step, the
cluster analysis was used to identify how businesses with different levels of overall digital
maturity differ from each other in terms of the perceived opportunities and threats. On the
basis of the above-described process, a concept for managing the threats and opportunities
in the digital transformation was constructed. This concept is based on five dimensions. In
addition, two fundamental forces (i.e., threats and opportunities) had to be added. Finally,
another parameter was added to the concept on the basis of the cluster analysis. The
different levels of the overall digital maturities of the companies need to be taken into
account, as their future practices in the digital transformation of their enterprises may
differ significantly. The different arrows in the concept represent the constant interactions
between the different dimensions in relation to threats and opportunities. They also
illustrate the fact that SMEs need to manage threats and opportunities on the basis of the
level (situation) of the digital maturity that they have achieved. The results of the cluster
analysis show that SMEs with low levels of digital maturity, enterprises with near-average
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levels of digital maturity, and enterprises with high levels of digital maturity, understand
the different trends in terms of threats and opportunities, in many cases.

Digital transformation is very costly and time-consuming for SMEs [49,50]. Therefore,
SMEs need to clearly identify in their digital strategies which areas of digital transformation
are a priority for them. One of the main areas of digital transformation consists in threat-and-
opportunity management. On the basis of the trends that represent new opportunities or
threats to them, businesses are forced to embrace change and to implement new innovative
solutions that are related to digital transformation. It is not only about introducing new
software and hardware solutions, but also about innovating processes, methodologies, and
business models that are aimed at sustainable products and services for customers [51].
The focus of SMEs on innovation will enable these firms to improve their market positions,
and to improve or maintain their competitive advantages [52]. The proposed concept for
managing threats and opportunities in the digital transformation will enable firms to better
identify and manage the changes that are related to the green and digital transformation [53],
and, thus, to have the capacity to become even more competitive, not only in the Czech
Republic and the EU market, but also globally.

The main contribution to the field of theory can be seen in the narrow focus on the
management of threats and opportunities in the digital transformation of SMEs. There
are several studies that focus on the strategic management of the digital transformation
of firms. For example, Heavin and Power [54] compare, in their article, three different
approaches of enterprises to the digital transformation strategies. They conclude that each
enterprise should develop its own digital transformation strategy on the basis of a relevant
set of questions that these authors worked out. The set of questions does not focus on the
threats and opportunities that are connected to the digital transformation.

An area that is more relevant to the focus of our study encompasses the challenges
that are associated with digital transformation. In their paper, Hess et al. [55] propose a
conceptual guideline for the decision making of managers in the field of the challenges that
are related to digital transformation. The concept includes the following dimensions: digital
maturity transformation and value. We see there the most significant intersection with our
concept for the management of the threats and opportunities in the digital transformation
of SMEs, which is depicted in Figure 2, because our main driver is also the digital maturity
of an enterprise.
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Inside of these dimensions are strategic, tactical, and operational tasks. Their work
is based on the following set of challenges: (1) The priorities that are connected to digital
transformation; (2) Aggregate data or personalization; (3) The provision of more resources
to IT staff vs. more self-service analytics; (4) The storage of all data vs. selecting data to
store that serves a specific purpose; (5) Work that is performed by people vs. computing
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machines; (6) Security vs. accessibility; and (7) The privacy of individuals vs. the under-
standing of an individual. This mixture of challenges is retrieved from the work of other
authors [56,57].

Challenge 2 corresponds to our dimension—“Digital systems, data, and workflow
for customer support”—which is listed in Figure 2. Challenge 5 is broadly similar to
our dimension—Industry 4.0—because the “human work vs. computing machines” is an
integral part of Industry 4.0. We understand it as the threat that machines will perform the
work instead of people. Challenge 6 is connected to our dimension: “Digital security for
sustainable development”.

The other dimensions of the proposed concept for managing threats and opportuni-
ties in the digital transformation of SMEs take into account not only the IT sphere, but
also the social aspect (predominately the dimension: Customer satisfaction and change
management). These findings could also be seen in [58].

Several studies deal with the challenges that are connected to digital transformation.
Our contribution to the theory should be seen in the narrower and more direct focus on the
management of the threats and opportunities in the digital transformation of SMEs.

4. Conclusions

Digitisation affects almost every aspect of our lives, and SMEs have to cope with
the opportunities and threats that are connected with it [26,27]. The opportunities and
threats that are associated with digital transformation can have positive but also negative
impacts on a sustainable world [28]. In the context of these aspects, the findings of this
study propose a concept for managing the opportunities and threats that are associated
with digital transformation. The main objective of this paper was to create a concept for
managing threats and opportunities in the digital transformation. The selected process
included three main phases (i.e., the identification of 16 relevant trends that are related to
opportunities and threats in the digital transformation of SMEs). Subsequently, the SMEs
identified whether each trend represented a threat, an opportunity, or neither of them. In
the second phase, five dimensions emerged from these 16 trends by using the principal
component analysis. These five dimensions are as follows: Industry 4.0; Digital systems,
data, and workflow for customer support; Digital security for sustainable development;
Competitiveness; and Customer satisfaction and change management. The individual
dimensions were logically labelled to reflect the names of the trends that they contain. In
the last step, the cluster analysis was used to identify how businesses with different levels
of overall digital maturity differ from each other in terms of perceived opportunities and
threats. This procedure served as a basis for the design of the concept for the management
of threats and opportunities in the digital transformation.

The results that emerge from the cluster analysis are very significant. In many cases,
the SMEs with low digital maturities, the enterprises with near-average digital maturity
scores, and the enterprises with high digital maturity scores, have different understandings
of the different trends in terms of threats and opportunities. The key findings include that
the firms with a low overall digital maturity score (24%) perceive the following trends
differently compared to the firms in Clusters 1 and 3: (1) Digital data (the Internet of things
and big data); (2) The digital approach to customers (relationship with customers, mobile
applications, social networks, etc.); (3) Technical networking (mobile and cable networks,
cloud computing, sensor technologies, smart factories, platforms, remote maintenance,
purely digital products, etc.); and (4) The future of work (new jobs, new competencies,
and new skills). The firms with the lowest overall scores do not perceive the four trends
mentioned above as either opportunities or threats. On the contrary, the firms with an
average overall score (Cluster 1) and a high overall digital maturity score perceive these
four trends as opportunities.

The companies from the second cluster further differ from the other clusters by fol-
lowing two trends, which are, namely, Industry 4.0 (the digital model of horizontal value
chains), and Industry 4.0 (the digital model of vertical value chains), and by not perceiving
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of them as either an opportunity or a threat. On the contrary, the other two clusters of
companies see these trends as opportunities. The results indicate that, for firms with low
levels of digital maturity, it will be necessary to focus on developing the second dimension
(i.e., Digital systems, data, and workflow for customer support), and the first dimension
(i.e., Industry 4.0).

The SMEs with an average overall digital maturity score of 57% (Cluster 1) differ
from the other two groups mainly because the businesses within this cluster perceive new
risks more as threats. Another valuable finding is that these enterprises have a neutral
relationship with the trend of sustainability in terms of threats and opportunities. The other
two clusters of enterprises see sustainability more as an opportunity, or as a significant
opportunity. This result may be interpreted as an indication that the businesses with
a low overall digital maturity score (Cluster 2), and the businesses with a high overall
digital maturity score (Cluster 3), are aware that sustainable development is of strategic
importance to them. For the enterprises in the second cluster, the sustainability trend
does not appear as a threat or as an opportunity in their strategic objectives. From the
above results, it may be recommended that the firms with average total scores focus on the
third dimension (i.e., Digital security for sustainable development) and aim mainly at the
sustainability trend within their digital transformation.

The proposed concept will enable SMEs to more easily manage threats and opportu-
nities in their digital transformations. Businesses will be able to more quickly adopt the
necessary changes and innovations that are related to the green and digital transformation.
Sustainable products and services for customers need to be implemented not only in large
multinational companies, but also in SMEs. These enterprises serve as the primary vehi-
cles of innovation and can make a significant contribution to the achievement of climate
neutrality by 2050.

The limitations of the research may be perceived in the fact that it is focused only
on SMEs within the Czech Republic. It is obvious that the results of this paper cannot
be generalised to large firms, or even to other countries within Central Europe, such as
Slovakia, Poland, Austria, Slovenia, or Germany. A distinction needs to be made between
SMEs and large firms, as their innovation potentials in the context of digital transformation
may differ [59]. Therefore, future research will focus on obtaining more data from more
respondents (SMEs). It will be necessary to conduct additional research in other countries
within the Central Europe. It will also be beneficial to include large companies in future
research. Furthermore, it is essential to support and intensify the digital transformation in
all regions of the European Union in order to make European enterprises as competitive as
possible in the global market.
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59. Fedushko, S.; Peráček, T.; Syerov, Y.; Trach, O. Development of Methods for the Strategic Management of Web Projects. Sustain-
ability 2021, 13, 742. [CrossRef]

https://www.forbes.com/sites/danielnewman/2016/08/30/top-10-trends-for-digital-transformation-in-2017/
https://www.forbes.com/sites/danielnewman/2016/08/30/top-10-trends-for-digital-transformation-in-2017/
https://scholarspace.manoa.hawaii.edu/handle/10125/59934
http://doi.org/10.3390/su13020742

	Introduction 
	Materials and Methods 
	Literature Review 
	Methods 
	Factor Analysis 
	Cluster Analysis 


	Results and Discussion 
	Conclusions 
	References

